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In recent years, deep learning-based image classification models have been extensively studied in academia and
widely applied in industry. However, deep learning is inherently vulnerable to adversarial attacks, posing se-
curity threats to image classification models in security sensitive field, such as face recognition, medical image
diagnosis and traffic sign recognition. Especially for black-box adversarial attacks, which can be carried out even
without remote model information, the security issues facing deep learning are even more serious. Despite more

and more attentions on this issue, existing reviews always analyze black-box adversarial attack only from one
perspective, focus on only a certain application field. This paper systematically reviews and discusses existing
progress, demonstrating black-box adversarial attacks from multiple perspectives and systematically classifying
existing methods. Besides, we also sort out and categorize the application of current black-box adversarial attacks
and identify several promising directions for future research.

1. Introduction

In recent years, deep learning has been significantly innovated
various fields in academia and industry, driven by the availability of
large-scale datasets, the emergence of GPUs, and the advancement of
deep network architectures. It has exhibited great successes not only in
discriminative tasks such as facial recognition, and speaker identifica-
tion, but also in intricate and nuanced problems, such as gene
sequencing, autonomous driving, and malware detection.

Image classification is a pivotal topic in computer vision. In the early
stage, image classification heavily relies on manually designed feature
extractors, with serious performance limitation in case of complex sce-
narios. After the advent of deep learning, image classification became
one of the earliest applications of deep learning. Thanks to the high-
quality feature representation ability, deep learning has greatly boos-
ted image classification [1-3], making image classification the most
vibrant field today.

However, Goodfellow et al. reveal that deep learning models are
susceptible to adversarial perturbations [4], posing serious security
threats to deep learning-based image classification models in security
sensitive field. For instance, adversarial perturbations can potentially
result in the recognition errors of medical image, leading to incorrect
medical diagnoses and wrong treatment decisions. Similarly, in the case
of autonomous driving, adversarial perturbations on specially crafted
traffic signs may cause misclassification of traffic signs, resulting in
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severe safety accidents. Currently, the research on adversarial attack to
deep learning-based image classification model has attracted increasing
attention.

Adversarial attacks refer to the intentional manipulation of input
samples through adding subtle and imperceptible perturbations, which
may lead model to output incorrect results with high confidence. Based
on the level of access granted to attacker, adversarial attacks can be
classified into white-box adversarial attacks and black-box adversarial
attacks. For white-box adversarial attacks, such as Fast Gradient Sign
Method (FGSM) [4], DeepFool [5], Carlini & Wagner Attack (C&W) [6],
etc., the attacker needs to obtain all information about the target model,
including its structure, parameters and so on. Therefore, white-box
attack require access to the gradients of target model and directly
interact with the model. On the contrast, for black-box adversarial at-
tacks, the attacker only needs to access the target model and obtain its
output information to launch an attack. Clearly, black-box adversarial
attacks are more aligned with real-world attack scenarios, and the
research of black-box adversarial attacks is more realistic.

To date, there exists massive research on black-box adversarial at-
tacks [15]. Fig. 1.1 shows the number of publications and citations on
black-box adversarial attacks in the field of image classification in Web
of Science databases. It can be observed that the number of citations
increases year by year, and the number of publications reaches its
highest value in 2022. Despite the rapid evolution in this field, there is
still lack of systematic study to review and discuss existing progress.
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Prior reviews usually analyze black-box adversarial attacks only from
one perspective, and only for a certain application field. In this paper,
black-box adversarial attack methods are systematically classified from
multiple perspectives, and their common application areas are also
sorted out and categorized.

In the existing surveys, black-box adversarial attacks usually are
classified according to the required attack requirements, such as
transferability-based attacks [4,8,9,11,15-19,33,34], score-based at-
tacks [20,22,24,92-94], and decision-based attacks [25,35-38]. How-
ever, viewing black-box adversarial attacks from different perspectives
can lead to different categorizations, providing a more systematic and
detailed understanding. Furthermore, comparing different methods can
help us to get the development trends in this field. On consideration of
these, this article views black-box adversarial from five perspectives.
Apart from the traditional attack requirement-based classification, this
article further categorizes black-box attacks into universal attacks and
specific attacks based on the perturbation type. Further, according to the
perturbation space, black-box adversarial attacks are classified into
pixel-space attacks and feature-space attacks in this article. Depending
on the attack scenario, we divide black-box adversarial attacks into
digital attacks and physical attacks. Moreover, given that generative
models are proved to be effective for generating adversarial samples,
this paper specifically sorts out distinct generative models based
black-box adversarial attacks, including diffusion models that gain
popularity in recent years. Besides, while prior work research black-box
adversarial attacks focusing on one specific application domain, this
paper provides a classification and research status of black-box adver-
sarial attacks across various domains.

The main contributions of this article are as follows:

1. This article demonstrates black-box adversarial attacks in the field of
image classification from multiple perspectives and systematically
classify existing methods, based on perturbation type, attack re-
quirements in the past two years, perturbation space, attack sce-
narios, and the type of generative model used.

2. This article introduces black-box attack methods and research status
in various security sensitive domains, including face recognition,
medical image detection and traffic sign recognition, etc.

3. This article identifies several promising directions for future
research.

The rest of this article is organized as follows: Section 2 provides an
introduction of basic concepts, including relevant terminology and
white-box attack algorithms. Section 3 explores black-box adversarial
attack methods from multiple perspectives. Section 4 presents the black-
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box adversarial attacks in various security sensitive domains. The last
part of this article provides future directions and summarize our work in
the conclusion.

2. Fundamental concept
2.1. Definition of terms

1. Parameter Gradient : It refers to the gradient of loss function
with respect to model parameters. It quantifies how much the loss
function would change as the adjustments of model parameters. It
guides the optimization process of neural networks.

2. Input Gradient: It refers to the gradients of loss function with
respect to input data. It quantifies the impact of variations of
individual pixels in input image on the loss function. Input
gradient is commonly used for specific tasks, such as interpret-
ability analysis and generating adversarial examples.

3. Gradient-Based Attack: Gradient-Based Attack: A kind of attack
methods that require computing input gradient. Most of white-
box attacks that have full access to attacked models, and can
obtain the input gradient, belongs to gradient-based methods.

4. Gradient-free Attack: A kind of attack methods that do not need
computing gradient.

5. Data-free Attack: A kind of attack methods that do not require
original training data of attacked models.

6. Logits: The raw output vector outputted by the final layer of
model without undergoing an activation function. Each element
in this vector represents the score for the corresponding predicted
class. It can be transformed into a probability distribution
through an appropriate activation function.

7. Probability: The output after applying an activation function on
logits, representing the confidence levels of model for different
classes. Each element of it indicates the probability of input
belonging to the corresponding class. These elements range from
0 to 1, and the sum of all elements equals to 1.

8. Hard Label: The predicted label class outputted by model for
input samples, without probability information.

9. Non-targeted Attack: A kind of attack methods that cause the
target model to misclassify input data to any wrong class. Its
attack objective is expressed by Eq. 1, where f( o) is the target
model and x +¢& represents adversarial samples.
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Fig. 1.1. Numbers of publications and citations on black-box adversarial attacks in the field of image classification from 2017 to 2023.
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10. Targeted Attack: A kind of attack methods that cause the target
model to misclassify input data to the specific, predefined and
incorrect category. Its attack objective is shown by Eq. 2, where
the target model misclassifies the adversarial sample x +¢ into the
wrong class k.

foe+&) =y =k#y# 2

11. Confidence: The degree of certainty that a neural network model
assigns to a class for inputs. It is often represented as a score or
probability.

12. Attack Success Rate: The probability that an attacker successfully
misleads adversarial samples into wrong classes (for non-targeted
attacks) or into specific wrong classes (for targeted attacks). It is
calculated as the ratio of the number of successful attacks to the
total number of attack attempts.

13. /o norm: In the field of adversarial attacks, /o norm quantifies
the number of altered pixels, relative to the original sample.

14. /1 norm : It also known as Manhattan Norm. The /; norm of x €
R" is defined as Eq. 3, where | e | is the absolute value.

lxlly: = il 3
i=1

15. /5 norm: It also known as Euclidean Norm. The /5 norm of x € R"
is defined as Eq. 4.

[xlly: =

> oxt = Vxx# 4)
i=1

16. /'« norm: The definition on x € R" is shown by Eq. 5. It quantifies
the maximum value of x € R".

/ := max|x;|# (5)

1<i<n

17. Robustness: The ability of neural network model to maintain
stability and reliability under adversarial attacks.

18. Transferability: The generalization ability of adversarial attacks,
which means the attack ability of adversarial samples or adver-
sarial attacks, generated according to one neural network, is also
effective on different models, different datasets or in different
tasks.

Transferability: The generalization ability of adversarial at-
tacks, which means the attack of adversarial samples or adver-
sarial attack methods, generated according to one neural
network, is also effective on different models, different datasets
or in different tasks.

19. Target Model: The attacked model.

20. Substitute Model: The model trained to mimic the prediction
behavior of target model. It is also known as proxy model.

21. Pixel Space: The space composed of every pixel in an image. In
pixel space, an image is transformed into a matrix or two-
dimensional array that can be processed by computers, with
each element representing the pixel value at the corresponding
position in image.

22. Feature space: The space composed of feature representations of
images extracted at different layers of the neural network.

2.2. White-box adversarial attacks

Though, this article focuses on black-box adversarial attacks, we still
briefly introduce some white-box attack methods, considering that
white-box adversarial attacks usually serve as the foundation of some
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black-box adversarial attacks. Currently, there is a wide range of white-
box attack techniques, including Fast Gradient Sign Method (FGSM),
Iterative-FGSM, Basic Iterative Method (BIM), Projected Gradient
Descent (PGD), Carlini & Wagner Attack (C&W), Jacobian-based Sa-
liency Map Attack (JSMA), and DeepFool, etc. In this context, below
provides a concise overview of white-box adversarial attacks.

FGSM: It is a technique for rapidly generating adversarial samples.
Attackers compute the input gradient of model and multiply it by a step
size to construct adversarial samples, as shown in Eq. 6, where ¢ rep-
resents step size, sign( e ) is sign function, .#’( e ) denotes loss function,
and x, y, 6 respectively are input, label and parameters

XY = x + ¢ o 5ign(V, Z(x,y; 0) ) # (6)

BIM: It is an extension of FGSM, as shown in Eq. 7, where a denotes a
small step size. In contrast to FGSM, which is a one-step method that
perturbs an image sample with a large step in the direction of maxi-
mizing loss function, BIM iteratively increases loss function through
multiple small steps. After each iteration, the resulted pixel values are
clipped to ensure that the adversarial sample remains within an
e-neighborhood of original image.

adv

Xg =X

X = Clip,, (" + a o sign(VZ (x™,y;0) ) ) # @

C&W: As an optimization-based approach, C&W generates effective
adversarial samples with minimal perturbation by optimizing a loss
function, as shown in Eq. 8, where 6 represents the adversarial pertur-
bation, D(e, e) denotes /, /5, or /', distance metric, and c is a hyper-
parameter to balance the importance of D and #( e ) is a user-defined
loss function.

m}nD(x, X+6)+ce L (x+6)# (8)

st. x+6€]0,1]"

To ensure producing valid adversarial samples, Eq. 9 is used to
constrain the pixel values of x +6 within [0, 1]", where w is the parameter
that needs to be optimized.

x+6:%(tanh(w)+1)# €)]

DeepFool: It iteratively calculates the shortest distance from a
training sample to a classification hyperplane, resulting in the minimal
perturbation. For binary classification tasks, the principle can be
expressed in Eq. 10.

r*(x0) := argmin|r||,

s.t.sign(f(xo + 1)) # sign(f(xo) ) # (10)

where the distance r can be expressed as ng‘)‘VZ",
2

distance from a training sample to the hyperplane, E(x) = sign(f(x))
represents the label value of classifier. For multi-classification tasks, the
algorithm only needs to optimize the Eq. 11, where wy is the k-th column
of w, which is the weight of class k.

r* represents the shortest

r(xo): = argmin||r||,

st. Tk:wl(xo+r)+be >w!

k(xo)(xo +1) + by # an

3. Black-box adversarial attacks

This article views and classifies black-box adversarial from five
different perspectives, including perturbation type, attack requirements,
perturbation space, attack scenarios, and the used generative model, as
shown in Fig. 3.1. It is necessary to note that research under different
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Fig. 3.1. Categories of Black-Box Adversarial Attacks in Image Classification.

classification criteria is not mutually exclusive.
3.1. Classification based on perturbation type

Adversarial attacks mislead the attacked model by adding pertur-
bation to sample. According to the type of perturbation, black-box
adversarial attacks can be divided into general black-box adversarial
attacks and specific black-box adversarial attacks.

3.1.1. Universal black-box adversarial attacks

Universal black-box adversarial attacks are based on the universal
adversarial perturbation (UAP), which is generated in advance and can
be applied to all samples. Moosavi-Dezfooli et al. [26] are the first to
reveal the existence of universal adversarial perturbations. They define
an initial perturbation vector v and iteratively computes the minimal
additional perturbation Av; for each sample x; in the training dataset.
The new perturbation V<P, :(v+Av;) is designed to satisfy the con-

straints ||V|| < ¢ and causes a misclassification by classifier k, which

satisfies E(xi +v+Ay;) # ﬂ(xi). Generally, universal black-box adversa-
rial attacks are considered as practical attack methods due to their
abilities to generalize across various inputs [27].

The generalization ability of universal black-box adversarial attacks
depends on the transferability of UAP. Research shows that a high suc-
cess rate of white-box adversarial attacks often indicates high trans-
ferability. Along this line, Hashemi et al. [32] propose a loss function
that focuses on the adversarial energy of the first layer of different model
architectures to improve attack success rate. This approach also makes
the generated perturbations well transferable to attack other target
models, enabling black-box adversarial attacks.

However, it is worth noting that perturbations generated based on
transferability may have limitations in terms of their attack effective-
ness. To address this issue, Wu et al. [28] introduce a hard-label-based
attack method that generates UAP with texture like stripes based on
orthogonal matrix. Li et al. [31] propose a customized gradient trans-
former module to convert UAP into region-homogeneous ones. [48,49]
confirm the effectiveness of dynamic attacks on Deep Neural Networks
(DNN) using optical tools.

Furthermore, UAP traditionally relies on the original training data-
set. In response to this, Zhang et al. [29] regard the logits of DNN as
feature representation in a vector form and analyze the mutual influence
of clean images and adversarial perturbations based on the Pearson
correlation coefficient (PCC). They firstly achieve data-free and targeted
universal attack. [30] further explore the possibilities of data-free and
non-targeted universal attacks.

3.1.2. Specific black-box adversarial attacks

In contrast to universal black-box adversarial attacks, specific black-
box adversarial attacks aim to generate different adversarial perturba-
tions for different samples to achieve accurate and effective attack re-
sults. Most research can be classified as this kind of attack, which is
introduced afterward.

3.2. Classification based on attack requirement

Though without knowledge of the structure and parameter infor-
mation of the attacked model, black-box adversarial attacks need to
obtain the input’s scores, probabilities or labels information of attacked
model by means of queries. Based on the obtained information, adver-
sarial samples can be generated and then attack can be launched. Ac-
cording to the dependent information, black-box adversarial attacks can
be divided into score-based attacks and hard label-based attacks.
Notably, in latest years, using the obtained information, substitute
model can be constructed, and on the basis of substitute model, con-
ventional methods in white-box adversarial attacks can be used to
generate adversarial samples, so as to achieve black box adversarial
attacks. In this section, we will demonstrate score-based and hard label-
based black-box adversarial attacks, as well as the substitute model-
based adversarial attacks.

3.2.1. Score-based black-box adversarial attacks

Score-based attack refer to that adversaries generate adversarial
samples based on model scores (logit or probability). Its primary
research objective is to reduce the number of queries while enhancing
attack effectiveness.

Score-based attack is first proposed by Chen et al. [20], who employ
zeroth-order gradient optimization (ZOO) algorithm to estimate the
input gradients of target model. Specifically, ZOO leverages the sym-
metric difference quotient formula (Eq. 12) to estimate the gradient.
After one more query, the coordinate-wise Hessian estimate can be ob-
tained, as shown in Eq. 13.

~  Of(x) _f(x+he)—f(x — he)

&= o 2h # (12)
= Pflx) _ flx+ he) — 2f(x) +f(x — hey)

h; = e h2 # 13)

where e; represents the perturbation added to original image, h (a
hyperparameter) controls the perturbation magnitude, and f( e ) is the
loss function designed by C&W, as shown in Eq. 14.
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flx,t) = max{nilftxlog[F(x) |; — log[F(x)],, —x }# a4

where F(x) refers to the model prediction probability, x is the model
input, t is the target class for attack, i represents other classes, and « is a

hyperparameter. Both estimate values g and h; are then utilized in the
optimization of C&W.

However, finding the appropriate optimization direction in high-
dimensional spaces is not easy, which requires massive queries. To
address this, the authors in [22] design an adaptive random gradient
estimation strategy using a pretrained autoencoder, which reduces the
number of queries without compromising attack effectiveness. Li et al.
[92] propose the Projection & Probability-driven Black-box Attack
(PPBA) to reduce the solution space. They transform the adversarial
optimization problem into a process of recovering frequency-sparse
perturbations through constructing a low-frequency constrained
sensing matrix, and they use a probability-driven random walk strategy
to enhance query efficiency. Andriushchenko et al. [24] introduce a
random search that selects locally square regions at random positions,
with perturbations approximating the boundary of the feasible set.
Croce et al. [93] design versatile framework based on random search
algorithms named Sparse-RS, achieving high attack effectiveness and
query efficiency for various sparse attack models, including /p-bounded
perturbations, adversarial patches, and adversarial frames. To further
enhance query efficiency, NP-Attack [94] utilizes a special
encoder-decoder model called Neural Process to characterize image
structure information and explore the distribution of adversarial ex-
amples around benign inputs.

3.2.2. Hard Label-based black-box adversarial attacks

As attacked models may not output probabilities or logits, score-
based attacks may not always align with practical attack environment,
therefore some researchers devote to use hard labels in black-box
adversarial attacks. Brendel et al. [25] propose an optimization algo-
rithm to generate effective adversarial samples with low perturbation by
probing the decision boundaries of attacked model, called decision
boundary-based method. The principle of [25] is illustrated in Fig. 3.2. It
starts with an adversarial sample that has a large perturbation and
successfully misleads the model. Using a random walk method along the

Basic Intuition

starting image

steps of the algorithm &

X

original image

Input Dimension 1

classified correctly

classified incorrectly
(adversarial)

Input Dimension 2

Fig. 3.2. The principle of decision boundary-based attack [25]. The initial
sample starts a random walk along the decision boundary, gradually reducing
the perturbation while maintaining adversarial success.
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decision boundary, the perturbation magnitude is gradually reduced
while ensuring adversarial success. This approach is conceptually simple
and requires almost no hyperparameter tuning. However, the success
rate of the attack depends on the accuracy of the decision boundary, and
the attack requires numerous queries, which is challenging in real-world
attack scenarios.

For hard label-based attacks, the minimizing of non-continuous step
functions is challenging, and often necessitating the random walk stra-
tegies, which requires a large number of queries and lacks convergence
guarantees. Aiming at this issue, [35] transforms the problem of mini-
mizing non-continuous step functions into a continuous real-valued
optimization problem and solves it by zeroth-order gradient optimiza-
tion algorithms. Building upon this, [37] innovatively develops a series
of algorithms based on a novel estimate of gradient direction using bi-
nary information at the decision boundary. For the problems that
decision-based sparse attacks are difficult to optimize with NP optimi-
zation, Vo et al. [38] introduce an evolution-based algorithm, achieving
higher attack success rates and query efficiency. Shi et al. [36] propose
customized iteration and sampling attack (CISA), bridging
transfer-based and decision-based attacks. This method estimates the
distance from nearby decision boundary to set stepsize and uses a
dual-direction iterative trajectory to find intermediate adversarial
samples. It further customizes sampling and noise compression based on
the sensitivity of each pixel and finally enhances query efficiency.

Generally, compared to score-based attacks, more researches are
being conducted on decision-based attacks, which mainly focuses on
optimizing algorithms to improve query efficiency and reduce compu-
tational costs.

3.2.3. Substitute model-based black-box adversarial attacks

Papernot et al. [7] propose substitute model-based black-box
adversarial attack method. They train a local model (substitute model)
to imitate the prediction behavior of the victim model, and generate
transferable adversarial samples to attack the remote black-box model.
Because adversarial samples, generated based on local model, can often
effectively attack victim model [4], substitute model-based adversarial
attacks are also called transfer-based methods.

To enhance the transferability of adversarial samples, some research
focus on preventing perturbations from overfitting to some specific
models and getting stuck in poor local optima. Wang et al. [11] consider
the gradient variance of previous iteration to tune the current gradient
in each iteration, thereby improving the transferability of adversarial
samples. Xiong et al. [15] introduce the stochastic variance reduced
ensemble attack (SVRE), which reduces gradient variance to avoid poor
local optima. Latest research [34] designs a meta-learning framework,
where a meta generator is trained on benign samples and fine-tuned
based on adversarial samples and feedback. This framework can yield
perturbations with high transferability.

Another solution to improving transferability of adversarial samples
is transferring input or mapping feature. Xie et al. [16] utilize random
transformations at each iteration to create diverse input patterns and
train the substitute model. However, random transformations provide
limited diversity due to its simplicity in image manipulation. Byun et al.
[17] introduce an Object-Based Diverse Input (ODI) method, where
adversarial images are drawn on 3D objects, leading to image misclas-
sification. Wang et al. [33] no longer transform a single image but
compute the gradients of input image, which is admixed with a small
portion of each add-in image from other categories. In contrast to
improving transferability through input image, [19] utilizes the
contrastive spectral training to obtain feature extractors on source
domain and scrambles the intermediate and final layers of the feature
extractor to generate adversarial samples on target domain. However,
feature-level attacks often provide inaccurate estimates of neuron
importance. Therefore, Zhang et al. [18] propose Neuron
Attribution-based Attack (NAA), which entirely attributes the model’s
output to each neuron in an intermediate layer. By deriving an
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approximation scheme of neuron attribution, NAA reduces computation
and enhances sample transferability in feature-level attacks.

Though the process of training substitute models is relatively com-
plex, it remains an effective approach. Moreover, the limitations of
accessing the original training dataset are mitigated, making substitute
model-based adversarial attacks more feasible. This is further discussed
in Section 3.5, where Generative Adversarial Networks (GANS) are uti-
lized to carry out data-free attacks.

3.3. Classification based on perturbation space

Adversarial perturbations in back-box adversarial attacks can occur
in pixel space or feature space, demonstrated as follows.

3.3.1. Black-box adversarial attacks in pixel space

Adversarial attacks in pixel space directly perturb the pixels in input
image to cause misclassification. This type of attack perturbs pixels
typically based on their impact on the loss value or classification result,
which leads to perturbations spreading across the entire pixel space. To
generate imperceptible adversarial samples, /;, norms are used in ob-
jection function to constrain the magnitude of perturbations or the
number of perturbed pixels. In black-box adversarial attacks, there are a
lot of research on attack in pixel-space, such as VT-Attack [11], Admix
[33], FE-DaST [13], SVRE [15], etc.

Notably, sparse attack in pixel-space has gained much attention
because it generates imperceptible adversarial samples. [39,40] perturb
local pixel spaces by minimizing I, norm to enhance the transferability
and imperceptibility of adversarial samples. Furthermore, He et al. [41]
introduce a generator architecture that decouples sparse perturbations
into two components: amplitude and position, and jointly optimizes
them to generate sparse adversarial samples with relatively strong
transferability. Croce et al. [93] propose Sparse-RS framework, which
enhances the query efficiency of score-based attacks across multiple
models. Lately, due to the gradually increasing attack effectiveness,
sparse adversarial attacks have gained increasing attention in adversa-
rial attack community.

3.3.2. Black-box adversarial attacks in feature space

In recent years, some studies explore perturbing feature information
of image. For example, Huang et al. [42] generate adversarial pertur-
bations with high-level semantic patterns by training a pre-trained
models to learn a low-dimensional embedding and performing effi-
cient search within the embedding space. [44] introduces an adversarial
distribution searching-driven attack, which incorporates an auxiliary
network to search potential distributions in latent space for generating
adversarial perturbations. It also uses edge detection to outline minimal
disturbance regions. Cao et al. [45] propose a latent space feature based
adversarial attack, which utilizes an adversarial feature extraction
network to extract feature maps from the input’s latent space and uses
these maps as adversarial perturbations.

Additionally, adversarial attacks can be carried out by altering
feature information. For instance, [43] injects imperceptible perturba-
tions to feature space through an optimization procedure. Chen et al.
[46] utilize stable diffusion to train and generate adversarial samples in
latent space after dimensionality reduction by encoder. They also
employ attention mechanisms to extract structural information and its
correlation with text for generating imperceptible and transferable
adversarial samples.

Compared to perturbations obtained through attack in pixel-space,
perturbations altering or derived from feature space often have stron-
ger connection to the semantic information of image, which results in
higher transferability.

3.4. Classification based on attack scenario

Existing adversarial attacks can be categorized into digital attacks
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and physical attacks, each of which has different characteristics in the
attack targets, implementation methods as well as other factors.

3.4.1. Digital attacks

Digital attacks are aiming for high performance in controlled labo-
ratory settings. Compared to physical attacks, digital attacks are more
efficient and cost-effective because they can be rapidly executed in a
computer environment without the need for equipment and material
associated with real-world deployment. Additionally, attackers can have
finer control over the attack process. Most of the previously mentioned
attacks fall into the category of digital attacks.

3.4.2. Physical attacks

Due to various constraints imposed by real-world conditions, most
digital attacks are difficult to implement in physical environments or not
as effective as in controlled laboratory settings. Therefore, physical at-
tacks focus on deploying practical and robust attacks in real-world
scenarios. In recent years, the widespread application of DNNs makes
research on physical attacks more practical [47].

Currently, physical attacks in the field of image classification pri-
marily focuses on tasks such as facial recognition and road sign recog-
nition [50-52]. In [50], novel adversarial patches are fabricated, which
involves designing stickers’ positions and rotation angles to make
physically viable and inconspicuous adversarial attacks. [51] empha-
sizes the importance of the content and position of patches, treating
them as variables to be optimized simultaneously, using a reinforcement
learning framework to find the optimal solution. Additionally, [52] uses
shadow for stealthy and non-contact adversarial attacks on traffic signs.
Physical adversarial attack methods are gradually evolving towards
being black-box, concealed, and non-contact. Chapter four of this paper
provides more attack methods in real-world scenarios.

3.5. Classification based on generative model

Owning to powerful generative capabilities, generative model has
become an ideal tool for generating synthetic samples that conform to a
certain data distribution. Generative models include Generative
Adversarial Networks (GANs), Autoencoders, Normalizing Flows,
Diffusion Models (DMs), etc. Nowadays, generative model has applied in
various fields, certainly including the field of adversarial attacks. This
section introduces generative model based black-box adversarial
attacks.

3.5.1. GAN based black-box adversarial attacks

Generative Adversarial Networks (GANs) [53,54] consist of a
generator and a discriminator. Generator continuously produces
higher-quality and more realistic images, as Discriminator attempts to
distinguish between generated images and real images. Through the
adversarial learning process between the generator and the discrimi-
nator, deep representations can be learned without the need for a large
amount of labeling, resulting in the generation of high-quality images
that conform to the distribution of real images. Nowadays, GANs are
widely applied in various fields, including adversarial attacks.

One application of GANs in adversarial attacks is to directly generate
adversarial samples. Xiao et al. [55] use the generator of GAN to
generate perturbations for any original instances and dynamically train
the distillation model of the victim model. [56,57] utilize the latent
features of input image for adversarial training. Once the training is
complete, the generator can generate corresponding adversarial per-
turbations for any instance.

Another application of GANs in adversarial attacks is to address the
issue of unavailability of original training datasets. Zhou et al. [12]
propose to use a multi-branch GAN to generate data for training surro-
gate model, regarded as discriminator. This approach simultaneously
generates data and training surrogate model, which subsequently serves
as the basis for generating adversarial samples. To simplify the
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architecture of generator and improve attack accuracy, Yu et al. [13]
adopt a single-branch generator and design loss functions to alleviate
mode collapse in GAN. Zhu et al. [14] further estimate gradient of target
models and incorporate it into training. Authors of [10] address the
training convergence issue by redesigning the attack framework.

3.5.2. Auto-encoder based black-box adversarial attacks

Auto-Encoders [58] consist of an encoder and a decoder. During the
training process, the encoder encodes input data into low-dimensional
representation, and the decoder decodes the representation back into
the original data. By minimizing the error between the decoded image
and the original one, the model is forced to learn important features and
eliminate irrelevant and redundant data. Therefore, autoencoders can be
used for tasks such as data dimensionality reduction, feature represen-
tation, image generation, data denoising etc.

Auto-Encoders also can be used for dimensionality reduction or
feature extraction in adversarial attack. For example, in [22], an encoder
is used to reduce the dimensionality of input image and obtain a feature
space. Then, a pre-trained decoder is used to generate high-dimensional
adversarial perturbations based on the feature space, which reduces the
number of queries required for score-based attacks. In [46], autoencoder
is used to ensure that the training procedure is on the feature space.

3.5.3. Normalizing flow based black-box adversarial attacks

Normalizing Flow [59] is a series of invertible mappings that can
transform simple probability distributions into more complex and
expressive probability distributions. It is commonly used in generative
models, reinforcement learning, variational inference, and other fields.
In the context of black-box adversarial attacks, Mohaghegh et al. [60]
utilize normalizing flow to model the density of adversarial samples
around the target image, which generates adversarial samples, closely
following the data distribution of clean images, which enhances the
stealthiness of adversarial attacks.

3.5.4. Diffusion model based black-box adversarial attacks

In recent years, there is a growing interest in DMs, which boast image
generation and discrimination capabilities comparable to GANs. As a
probabilistic generative model, Diffusion Models (DMs) learn the un-
derlying data distribution by destroying and reconstructing image.
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There are three main types of DM structures [61], namely DDPM [62],
NCSN [63], and SDE [64]. They all consist of a forward diffusion process
and a reverse denoising process. The forward diffusion process adds
noise to image at each step according to predefined hyperparameters
until the training image closely meet Gaussian distribution. The
denoising process then gradually removes the noise from noisy image,
transforming them back into image that conform to the distribution of
training data.

Chen et al. [46] are the first to utilize DM as a substitute model to
generate imperceptible adversarial samples. Their attack framework is
illustrated in Fig. 3.3. This approach involves encoding image using an
encoder, training and optimizing framework in the latent space, and
then converting the feature image into pixel-wise image through a
decoder. Initially, the image undergoes a forward diffusion process,
which is showed in the Eq. 15, where Inverse( e ) is to transform it into a
noisy image.

x; = Inverse(x, 1) = Inverseo---oInverse(x, ) #
—_——

t

(15)

Optimizing a loss function (Eq. 16) during the reverse process in-
duces model to misclassify.

argmin? aack = —J (X, ¥; G,) , wherex, = Denoisinge---eDenoising(x;) #

Xt

t

(16)

J( ) represents the cross-entropy loss, G, represents the surrogate
model DM, and Denoise( o) signifies the denoising process within
diffusion model. Given the robust recognition capabilities demonstrated
by the pretrained diffusion model, the authors of [46] posit that
misleading this surrogate model can impart strong transferability to
adversarial samples. To achieve this, the following loss function (Eq. 17)
is designed, where Var( e) calculates the variance of input, Cross(e )
denotes the accumulation of all cross-attention maps during denoising
process, C represents the name of training image category, and SDM
stands for the Stable Diffusion Model. Minimizing this loss function leads
the diffusion model to disperse its attention across the training images,
disrupting the original strong semantic relationships, which achieves the
deception of DM.

X0
correctly
classified
Classifier
‘Cattack
incorrectly
x', classified

Fig. 3.3. The schematic diagram of Diffusion Models for imperceptible and transferable adversarial attack [46] with stable diffusion [95] and DDIM [21] employed.
The training process occurs in the latent space through both forward diffusion and reverse inference processes. Self-attention mechanisms are utilized to preserve
structural information of images, while cross-attention mechanism is applied to train DM as a substitute model. An effective generation of adversarial samples is

achieved through the well-designed loss function.
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argmin yansfer = Var(Average(Cross(x;, t, C; SDM) ) )# an
Xt

To ensure that the adversarial samples obtained after denoising is
structurally consistent with the original samples, the authors of [46]
copy an undisturbed image X;sr). They ensure the similarity of
self-attention maps between x4 and x;, which are Sz, and S;, at each
denoising step, as shown in Eq. 18, and applies this constraint in every
denoising step.

argmin? sncaure = ||St — Sego) ”2# 18
Xt

Furthermore, this work also controls the inversion strength of DDIM,
retaining only the former denoising steps that add high-level semantic
information. This reduction in inversion steps provides ample room for
attacks.

The final objective function is the sum of Zueck, ~Ziransfer, and
Z gansfer With different weighting factors (Eq. 19).
arg;nlny =aZ attack + ﬁJ 7tmn.sfer + Vy structure # (19)

t

By optimizing the final objective function, DM can be trained to
generate adversarial samples that are imperceptible to human eye and
possess strong transferability.

Generating high-quality, imperceptible, and effective adversarial
samples is always the goal of adversarial attacks, and generative models
become effective tools for generating adversarial samples. With tech-
nological advancements, increasingly powerful generative models are
being proposed, and utilizing these emerging generative models to
generate adversarial perturbations or assist in adversarial attacks re-
mains an active and highly promising research area.

4. Black-box adversarial attacks in image security sensitive
domains

With the widespread application and deployment of DNN in various
industries, black-box adversarial attacks are no longer limited to labo-
ratory settings but pose a serious security threat to the production and
life of human, especially in security sensitive domains, such as facial
recognition systems, medical image detection, traffic sign recognition.
This section presents black-box attack methods in these domains and
discusses the robustness evaluation of these models.

4.1. Face recognition

Face recognition is a common application of artificial intelligence in
our daily lives, such as automatic payments and access control systems.
Although the recognition process is similar with typical image classifi-
cation tasks, face recognition is often treated separately due to the
unique characteristics of face data and the vulnerability to adversarial
attacks [65].

Physical attacks targeting face recognition systems tend to use
inconspicuous perturbations, such as accessories, to avoid raising sus-
picion. They also emphasize the imperceptibility to the human eye. Yet,
digital attacks are more inclined to leverage specific facial features, such
as the position of the eyes and eyebrows, to generate more effective and
transferable adversarial examples. In the field of digital attacks, Dong
etal. [66] conduct a decision boundary-based attack on face recognition
models. They propose an evolutionary attack algorithm that models the
local geometry of the search direction and reduce the dimension of the
search space to enhance the efficiency of the attack. Authors of [67,68]
construct adversarial samples based on the features of image to improve
the transferability of the attacks. In particular, Jia et al. [67] perturb on
the high-level semantics. They utilize StyleGAN as a facial editing tool
and facial attribute vectors as the basis for perturbation. They also
propose an important-aware attribute selection strategy to select which
facial attributes to perform while preserving the visual appearance of
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the face. In the field of physical adversarial attacks, the authors of [69,
70] respectively construct adversarial perturbations by printing eyeglass
frames and using visible light. The authors of [71] propose a method
that combines the smoothness loss function and patch-noise for physical
attack.

4.2. Medical image detection

Medical imaging [72] is a collection of images that reflects human
cells, tissues, and pathological specimens, serving as a vital basis for
current medical diagnosis. The accurate processing of medical images is
of utmost importance for individual health and even person safety.
DNNs gain maturity in the field of medical image processing, encom-
passing image detection, segmentation, registration, and fusion. Among
these, DNN-based image detection refers to training deep learning
models using annotated datasets and utilizing these trained models for
diagnosis and classification. It represents a specialized form of image
classification task. For instance, Esteva et al. [73] employ DNN for early
diagnosis and classification of skin cancer.

In the field of medical image detection, due to privacy issues, there is
a lack of public standardized datasets for model training, which may
lead to overfitting problems. Additionally, standardized medical images
exhibit similar characteristics such as fixed organ positions, exposure
levels, and backgrounds, making them more susceptible to adversarial
attacks compared to regular images. Moreover, some inherent noise is
formed in medical images due to equipment parameters, camera expo-
sure [78] and other reasons. All of these make adversarial attacks on
medical images show strong transferability across different models. Due
to the high demand for accuracy in medical image detection and diag-
nosis, the robustness of models used against adversarial attacks garner
considerable attention from researchers.

The authors of [74,75] demonstrate the vulnerability of medical
image classification models to adversarial attacks by applying pertur-
bations to the images using white-box and black-box methods. Most
black-box adversarial attacks in the present rely on substitute models,
which are used to generate transferable adversarial examples. Pranava
et al. [76] perform transfer-based attack on Diabetic Retinopathy 2015
Data Colored Resized and SARS-CoV-2 CT Scan Dataset. Koga et al. [77]
utilize SimBA to generate UAPs for medical image classification,
exhibiting promising attack effectiveness.

4.3. Traffic sign recognition (TSR)

TSR is a crucial component in autonomous driving and driver
assistance system, primarily implemented using deep learning models. It
involves capturing road images through cameras and sensors, employing
computer vision and deep learning techniques to detect and identify
traffic signs on the road. This provides essential information for auton-
omous driving system or driver’s decision, including speed limits, sharp
turns, danger warnings, etc. Clearly, the safety of autonomous driving is
closely related to the accuracy of TSR.

[7] initially applies black-box adversarial attacks to the TSR task,
conducting experiments on the German Traffic Sign Recognition and
Detection Benchmark (GTSRB and GTSRD) datasets, achieving generic
black-box adversarial attacks. [23] randomly samples a vector from a
predefined orthonormal basis to generate adversarial samples. Subse-
quently, Kumar et al. [79] propose a “multi-gradient” Modified Simple
Black-box Attack (M-SimBA) in DNN model for traffic scene perception.

While generic black-box adversarial attacks achieve success in traffic
sign datasets like GTSRB, it is not realistic for attackers to iteratively
perturb each frame for a high-speed driving car. Additionally, different
regions of traffic sign image contribute differently to algorithm’s de-
cisions. Thus, generic black-box adversarial attacks are often ineffective
in the field of TSR. To address these issues, the authors of [80] employ a
soft attention map to highlight those important pixels within a set of
training data. They then optimize a UAP based on this information.
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Similarly, in [81], the authors collected generic attention patterns from
other white-box DNNs to facilitate the transferability of the attack, ul-
timately achieving a successful black-box attack.

Adversarial attacks on TSR can be applied in real-world environ-
ment. Therefore, Woitschek et al. [82] firstly combine a general
framework for physical attacks with various black-box attack methods
and study the impact of these methods on the success rate of the attack
under the same setting. To make these attacks more inconspicuous,
Zhong et al. [52] utilize a common natural phenomenon, shadow, to
generate adversarial perturbations. This approach enables them to
achieve naturalistic and stealthy physical-world adversarial attacks.

In the field of TSR, physical attacks can pose significant harm to lots
of vehicles and drivers. Therefore, compared to digital attacks, they are
more potentially hazardous. Therefore, there is a need for further
research and exploration in the area of physical attacks to understand
their potential risks and develop effective countermeasures.

4.4. Other domains

In addition to image classification, there are many other security
sensitive domains that are susceptible to the harm of black-box adver-
sarial attacks. These domains include speech recognition, financial fraud
detection, malicious software detection, and malicious network traffic
detection, etc. This section provides a brief overview of representative
black-box adversarial attacks in these domains.

In Automatic Speech Recognition (ASR) systems, attackers can
generate adversarial audio samples to mislead the model, potentially
allowing attackers to execute malicious commands. Alzantot et al. [83]
conduct black-box adversarial attacks on speech classification models by
adding small background noise. Taori et al. [84] employ genetic algo-
rithms and gradient estimation for ASR system attacks, while Biolkova
et al. [85] use a Neural Predictor to estimate minimal perturbations and
reduce the number of queries required for the attack. Tong et al. [86]
introduce Temporal Natural Evolution Strategies (T-NES) for gradient
estimation, resulting in more effective audio perturbation generation.

In the field of financial fraud detection, adversarial samples allow
attackers to evade detection and execute fraudulent transactions. While
the security of financial fraud detection systems is crucial, research on
adversarial attacks in this domain is relatively limited. Authors of [87]
assess the effectiveness of various black-box adversarial attacks against
credit card fraud detection classifiers and propose an evolutionary
algorithm-based method that reduced the number of queries. Addi-
tionally, one reason for the limited research in this field is the unique
property of financial data. Financial data is heterogeneous and has
strong dependencies between features, making it challenging to
construct adversarial samples. To address this issue, authors of [88]
evaluate the robustness of different classifiers to small perturbations in
tabular data and proposed a novel attack through mathematical opera-
tions on the features.

In malware detection and network intrusion detection systems
(NIDS), adversarial samples enable attackers to conceal malicious soft-
ware and evade detection. Hu et al. [89] train a substitute detector fit the
black-box malware detection system and GAN to minimize the proba-
bility of adversarial samples being detected by the substitute detector.
Network intrusion detection systems (NIDS) plays a crucial role in
network security. Zhu et al. [90] apply GAN to generate adversarial
samples and insert synthetic packets into malicious traffic to bypass
NIDS detection. By analyzing features of Denial of Service (DoS) sam-
ples, Peng et al. [91] propose a method to optimizes a Mahalanobis
distance by perturbing the continuous features and discrete features of
DoS samples respectively.

Due to the vulnerability of DNN to adversarial attacks, there is a need
for further evaluation of the robustness of DNN in various security
sensitive domains. It is also essential to conduct domain-specific
research based on the characteristics of the data and the types of
models in each domain. This research can be helpful in building more
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robust and secure detection systems and classification models.
5. Future directions

Deep learning models show inherent vulnerabilities to adversarial
attacks, leading to extensive research in this area. Black-box adversarial
attacks, which are more realistic and practical, gain particular attention.
However, due to the lack of knowledge about the target model, most
black-box adversarial attacks exhibit transferability only among models
with similar structure. Improving transferability is always an important
means for the success of black-box attacks and remains a future research
direction. Perturbing image samples in feature space is proved to be
more effective and concealed, and therefore will be the main attack
method. Additionally, sensitive domains such as medical image detec-
tion, despite the widespread adoption of DNN, still lack sufficient
research on adversarial attacks. This results in a lack of effective eval-
uation methods for model security and robustness. Therefore, black-box
adversarial attacks in these specialized domains are an essential direc-
tion for future studies. Considering the complexities of real-world attack
scenarios, investigating generic DNN attack methods for different data
distributions and tasks is crucial for addressing the challenges of
adversarial attacks comprehensively.

6. Conclusion

This article classifies black-box adversarial attacks from different
perspectives including perturbation types, attack requirements, pertur-
bation space, attack scenarios, and generators. It provides an introduc-
tion and summary of the latest research in these fields. Meanwhile, the
applications of black-box adversarial attacks in various security sensi-
tive domains are explored, such as face recognition, medical image
recognition, and traffic sign recognition, etc. By presenting different
methods and application scenarios, the paper offers a comprehensive
and systematic overview of black-box adversarial attacks. Additionally,
several potential directions for future research are suggested.
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